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COPYRIGHT NOTICE

The information in this document is subject to change without prior notice
to improve reliability, design, and function and does not represent a
commitment on the part of the manufacturer.

In no event will the manufacturer be liable for direct, indirect, special,
incidental, or consequential damage arising out of the use or inability to
use the product or documentation, even if advised of the possibility of such
damages.

This document contains proprietary information protected by copyright.
All rights are reserved. No part of this manual may be reproduced by any
mechanical, electronic, or other means in any form without prior written
permission of the manufacturer.

TRADEMARKS

All registered trademarks and product names mentioned herein are used
for identification purposes only and may be trademarks and/or registered
trademarks of their respective owners.

AMl is a trademark of American Megatrends Inc.

Intel & Atom are trademarks of Intel Corporation

IBM, PC/AT, PS/2&VGA are trademarks of International Business Machines
Corporation Microsoft Windows is a trademark of Microsoft Corp. RTL is
the trademark of Realtek Semiconductor Co., Ltd.

DECLARATION OF CONFORMITY

This restriction is subject to protect the operational process of the
system in the business environment, which will produce, use, and
transmit radiofrequency energy. Harmful interference to radio
communication could result if instructions to the correct installation and
usage were not applied. The interference prevention cannot be
guaranteed even with proper installation according to the manual. If the
device causes a bad effect on the radio / TV signal. The user could
preclude that by turning the device on/off.

When this device produces some harmful interference, the user can use
the following measure to solve the interference problem:

1-Setting the receiving antenna’s direction or location to increase the
distance between this device and receiver.

2-Plug in the device’s power connector into different circuits of the
power outlet with the receiver.

3-If any technical support is needed, the dealer or experienced radio/TV
technical personnel must be informed.

TECHNICAL SUPPORT AND SERVICE

Visit Pmm-usa.us to browse FAQs and get further details.

User should collect the following information before submitting

technical support and service requests:

- Product name, model, and serial number.

- Installed software (operating system, OS version, installed applications
and so on).

- Full description of the problem

-Detailed information about every error.

SAFETY INSTRUCTIONS

. Only trained and qualified personnel can install, operate, or
maintain the device.

. Before starting the installation, all safety precautions must be

read, and warning labels affixed to the device must be observed.
Doing so protects the device from damage and ensures your

safety.

° Safety precautions provided in this document may not cover all
safety aspects, note to always remain mindful of safety.

. PMM is not liable for any consequence that results from violation

of regulations pertaining to safe operations or safety codes
pertaining to design, production, and equipment usage.

° DO NOT use liquids or decontamination spray to clean the device
surface and assure that it is totally disconnected while cleaning.

° Take all measures to prevent device drop before or during
installation.

° Prior to connecting the device to power source, ensure the
source and device voltage and power are 100% matched.

. Keep the cables in a suitable covered place.

° If the device is not used for a long time, shut off the power to
avoid the damages by transient overvoltage.

° DO NOT allow any liquid flow into the device; to avoid fire or
short circuit.

° The recommended storage temperature range should NOT be

less than 30°C OR higher than 85°C.

A Warning:

. Read the power source and device inlet carefully.

. Handle device with both hands.

. Clean and maintain the device using recommended, safe, and
suitable methods.

A Caution:

If any unauthorized changes of settings or repairs are done without
PMM approval; then user’s rights of controlling this device will be
canceled.
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KEY FEATURES

Power Meter Monitor

Converts smoothly between Modbus
TCP to 2 or 4 RTU with optional Fiber
Optic Internal Switch

Up to 20 simultaneous TCP masters
Easy and smooth configuration via
web-based server

Embedded traffic monitoring as well as
diagnostic information for fast trouble
shooting

Optional 2 or 4 Ethernet 10/100 ports
Optional supports 2.4/5 GHz WIFI
Optional 2x customized Fiber optic
ports

2 or 4 RS485 - RS232 Serial
communication ports (Customizable)
Baud rate: 110-256000 bps

Different Power supply options with
over voltage and reverse polarity
protection

Operating temperature: -40 to 75°C (-
40 to 167°F)

Storage temperature: -40 to 85°C (-40
to 185°F)

Ambient relative humidity 5 to 95%
(non-condensing)

EMI, EMS, EMC and shock protected
Serial port with power surge +2.5kV
isolation protection

Enclosure Ingress Protection Code: IP54

DESCRIPTION

PMMO0407 is a highly configurable
industrial Ethernet gateway device capable of
quick protocol conversion on Modbus Networks.

Modbus slave devices are simply

incorporated into an existing Modbus TCP
network, where slave devices are easily reached
by their respective masters. PMMO0407 provides
the flexibility needed to fulfill the different
conditions that happen with field devices that
use diverse communication protocols to connect
any type of industrial solution network such as
the SCADA system.

PMMO0407 gateways support a system log
that main function is to record events so it can be
easily monitored; users can easily review log data
remotely through the web interface. The
gateways also support status monitoring and
fault protection functions. The status monitoring
function notifies the SCADA system. When a
device gets disconnected or does not respond or
faces any error or failures, in such cases the
SCADA system gets alarms of the status of each
end device to the operators to make corrective
actions immediately.
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SOFTWARE SPECIFICATIONS

Ethernet Software Features

Modbus TCP
Configuration Options Web Console (HTTP/HTTPS), Telnet Console

Serial Software Features

Modbus RTU/ASCI
Configuration Options Serial Console

HARDWARE SPECIFICATIONS

PMMO0407 can be housed in several PMM CPU platforms such as:

1. PMMO0102 (default platform): PMM Industrial Computer, CPU: Allwinner H3, Quad-core
Cortex-A7, DRAM: 512MB RAM and Embedded 8GB eMMC hard drive, Interfaces: 2x
Ethernet ,4 x Serial ports.

2. PMMO0304: PMM Industrial Ethernet switch with Wi-Fi, CPU: MediaTek MT7688AN
MIPS24KEc, DRAM:128GB, Interfaces: 4x 10/100 Ethernet (RJ45) + SFP or SC1X9).

3. PMMO0305: PMM Industrial Ethernet switch, CPU: MediaTek MT7688AN MIPS24KEc,
DRAM:128GB, Interfaces: 2x Ethernet + 2x fiber optics + 2x Serial ports.

4. PMMO0103: PMM Industrial Computer, CPU: Allwinner H3, Quad-core Cortex-A7, DRAM:
512MB RAM and Embedded 8GB eMMC hard drive equipped with 3x RS485 Serial ports,
and plastic light housing.

The hardware platform is chosen in the order configuration, refer to PMM website for more details
about the CPUs https://www.pmm-usa.us/Industrial-Computer.php

www.Pmm-usa.us
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ORDERING INFORMATION

Order Configuration table

PMMO0407 -X  -09xx
1. CPU Platform: PMMO0102

Power supply
10-56 VDC -1
8-40 VAC -2
36-72 VDC -3
25-50 VAC -4
85-285 VAC/100-300 VDC -5
COM Port 1
RS485 -0912
CAN Bus -0910
ANALOG INPUTS -0901
DIGTAL INPUT -0920
GSM/GPRS -0917
See the COM Ports table for more options

COM Port 2 (Same as COM Port 1
options)

COM Port 3 (Same as COM Port
1&2 options)

-09xx  -09xx

-09xx

-09xx

COM Port 4 (Same as COM Port
1&2&3 options)

-09xx

PMMO0407
2. CPU Platform: PMMO0103
Power supply

| 10-56 VDC

COM Port 1
RS485 -0912
See the COM Ports table for more options

COM Port 2 (Same as COM Port 1
options)

COM Port 3 (Same as COM Port
1&2 options)

-09xx

-09xx

Table1l* Comm port options

COM Ports Options
Analog input
Analog output
CANBUS (UART)
CANBUS (UART)
CANBUS (SPI)
CANBUS (SPI)
RS485

RS422

RS422

RS232

LTE

Digital input
Digital output

PMMO0901
PMMO0902

PMMO0910
PMMO0910i
PMMO00911
PMMO0911i
PMMO0912
PMMO0913
PMMO0914
PMMO0915

PMMO0916
PMM0920
PMMO0921

www.Pmm-usa.us
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-y

PMMO0407
3. CPU Platform: PMMO0304

Power supply -X -X
10-56 VDC -1

8-40 VAC -2

36-72 VDC -3

25-50 VAC -4

85-285 VAC/100-300 VDC -5

Fiber Optic Options

1x SC Ports -A
1x SFP Ports -B

PMMO0407
4. CPU Platform: PMMO0305

10-56 VDC -1

8-40 VAC -2

36-72 VDC -3

25-50 VAC -4

85-285 VAC/100-300 VDC -5

1x SC Ports -A
1x SFP Ports -B
1x SC Ports -A
1x SFP Ports -B

CONTACT INFORMATION:

For direct inquiries or any customized orders,
contactus on sales@Pmm-usa.us

www.Pmm-usa.us
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MODBUS GATEWAY INTERFACE
login

e Type the username “admin” and the password “admin”.
e Click on “Login” to login into the system.
&5 NOTE: the username must be lowercase because the web server is case sensitive.

g ISRAR ENGINEERING LLC

ISRAR

Lisermamie

Password

Login

Once the user has logged in successfully the default main web page “General Information” will be
displayed as shown in the figure below.

= R General Informations

Company Name:  pm-sas

Company Emait; it

Comgany Phone:  +962789705508

Company Address:  Jorden

Softuars iconsos:
PMIMO103 PMMO107
Beense: PRV ALl Comverters Indstrial Computers - Arm Based Computers Industril Computers - 86 Besed Computerss
Sotiue WitloRi 510 ‘COMPACT ARM BASED EMBEDDED INDUSTRIAL COMPUTERS X85 DASTD EMBEDOCD INDUSTRIAL COMPUTER

PAIA0107 ks 3 rugged powerful roliable fanless industrial
Atom™ x5-78350 CPU,

‘ot functional integration. power consumption.

L3

©2014-2022 Israr Engineering LLC. A1l rights reservd.
dh
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Set General Information and Web Page Theme

The “general information” that is displayed at the main page must be set originally by the user. As well
as, the user can redesign his own theme style to make the web page more comfortable.
Inserting general information instructions:
e Click on “the user’s icon” in the right top of the page.

¥ 8 cer s _

= O General Informations
— My Account n

admin@israr.com
sdmin@istaccom
SignOut

4
ISRAR
& My Profile

B Change Password
Company Name:  paimusans

i Restart Application
Company Emait: it
(O Reboot Davica
Comgarny Phone:  +62789705508

Company Address:  Jordan

Softwiare liconsos:

PMMO103
Hcense: MM Al Converters Indstriol Computers - Arm Based Computers rclustrisl
Wik Wdeis: 15! COMPACT ARM BASED EMBEDDED INDUSTRIAL COMPUTERS X86.0ASED
based
bigh degrce which offers a b

of functional integration.

L

02014

7

e Click on “My Profile” then the web page at which the user can modify the information manually will be
displayed as shown below.

= & My Profile
y— 5]
User Company Project
Tvpe wperadmin ame S name patra
Name admin@lsrarcam Phome +9627R9705508 Phane +3627BITOSS08
Emall adming@icrancam Email - il deeade
vhene 4962789705508 Avdiess Jodan Agdress Jurdan
Startup assst Maanagement(Oeaal v Location hitps:/wiew. googhe.com/mi
e (o] + 1]
Theme Name [ v Main Header Page Header Content
ge
e positor Top & LeMiDeloutt) hd Backaround —— Background [ —— Background v
o e fecn[Default) v tent —_— ext — Tt —
Loga Colon whe ~ Gorder
—
Font Calibri -
Widjets. Buttons. Inputs
Background [ — Background ——— Background [ —
s et [ — e ——
Teat — Fadius op v Border =——T
. ©3014-2022 lsrar Englagering LLC. &1l rights reservad.
o Border - Radius ap “ & ghes

e Type the user’s name, Email, and phone.

e Select the startup page which will be displayed once the user has logged in to the server.

& NOTE: The default startup page is “Assets Management”.

e Type the company’s name, phone, Email, and address.

e Type the project’s name, phone, Email, address, and location.

After completing inserting all the user’s, company’s and project’s information accurately click on “Save”.
If the information is saved “Updated successfully” will be displayed at the head of the page.

&5 NOTE: if the information is updated successfully the user will be able to view the general information at the
startup page.

\ www.Pmm-usa.us
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Web page theme settings:
1) Apply existed theme instructions:
e Select the desired theme from the theme name list.
e Click on “Refresh” to apply the theme.
2) Adjust existed theme instructions:
e Edit the chosen theme as wanted.
e C(Click on “Save”.
e If the theme is saved “Updated Successfully” will be displayed at the head of the page.
&5 NOTE: the default theme is not editable.
3) Create new theme instructions:
e To add anew theme, click on “Add”.
e Name the theme as wanted.
e Select the theme style.
e C(lick on “Save”.
e If the theme is saved “Updated Successfully” will be displayed at the head of the page.
e Select the added theme from the theme name list.
e Click on “Refresh” to apply the theme.
Change password
The user can change the password in order to enhance the security after the first login or any other time
as necessary.
Change password instructions:
e Type the current password.
e Type the new password.
e Retype the new password for confirmation.
e Click on “Change password”.
e If the new password is saved “Updated Successfully” will be displayed at the head of the page.

admin@israr.com

Bdmin@istanom

Current password ko)

New passward

Re-type new pessword b

To restart the application
e Click on “Restart Application”.

To reboot the device:
e Click on “Reboot Device”.
e The reboot process may take a while.

www.Pmm-usa.us
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—— My Account n

admin@israrcom
admin@israr.com

gn Out

2 my Frofile

In order to set the converter settings configuration:

e Login to the converter.

e Click on the left screen at the startup page.

e Click on MB-Gateway as shown in the figure below.
e The overview page will be displayed.

d E

Asset Management

Overview
Overview displays the status of the device and connected devices.
Overview consists of three sections:
1) Run Time Console: displays the device status, alarms and operational modes.
2) system Information: displays system’s performance measures as it illustrates the usage and free
percentage of:
e CPU.

www.Pmm-usa.us
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° CPU.
° RAM.
e  Disk.
3)  System Summary which displays:

° The software version.
° Last Time Started.

e  Servers’ status which displays the status of Signal-R server and its address, RTU Modbus Slave and TCP
Modbus slave, the number of connected TCP clients, number of connections and number of tags.

° Web API status, address, and number of calls.
e Alarms & Events.

B Overview

& RunTime Conscle ® @

[annected.

& System Informations

CPU CPU RAM DIsK
20 GH ﬁc ! ﬂm ! @
® @ e

®Fe @U=d @ @l @Fre @ Used @Free @ Used

& System Summary

Software Version: 1.0.00
Last Time Startec: A/30/2022 12:57:06 FI

Servers Status

Signal-R Server: @ Connected
Signal-R Address: 12700125050
RTU Madbus Slave: @ stopped

TCP Madbus Slave: @ Stopped

TCP Connected Clients: D
Humber of Connections: &
Number of Tags: 43

Web API

Web APl Status: @ Connected
Web API Calls: 551
Wb API Address: hipy127.00.1:5008

System Alarms & Events

System Total Errors: 7
Ack

Monitoring:

The user is able to monitor the status of connections and tags from this page.

e To the auto refresh of the status check the box “Auto Refresh”

Connections Monitor:

e Displays the connections, their status whether Good, Error, Idle, the time and whether the connection is

enabled or disabled.

The connection status is good and
has no problem

There is an error with the connection
that the user must fix

The connection is neither connected
nor has a problem to fix

& Connections Monitor

____ Description [

www.Pmm-usa.us
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Tags/Points Monitor:

e Displays the connection name (COM1, COM2, COM3 or COM4), the tag name which in the form of

(command_Slave ID_Address), slave ID, address and the read value.

Basic Settings

= 8 pasic Seftings.

& Tags / Points Monitor

comi Command_11_0 n 0 833
com1 Command_11_0 n 0 1918
com1 Command_11_ 0 n 0 6508
com1 Command_11_ 0 n 0 0
com1 Command_11_0 n [} 9912
com1 Command_11 0 n 0 865
com1 Command_11_0 n 0 826
com1 Command_11 0 1 0 848
com1 Command_11_0 n 0 833
com1 Command_11_0 n 0 818
com1 Command_11_0 u 0 840
com1 Command_11_0 u 0 846
com1 Command_11_0 n 0 863
oM Command_11_0 n 0 832
com1 Command_11 0 n 0 834

5 Basic Settings B & General Servers Configration ﬂ & Network Settings B
same vame
o P i i ks g Ethernetl Ethernet2
Py i gemere
Sareetecation . e 2 Moyl fce Y
st .
- 192168183 1921682114
- amman 0831 v g 5005
sk [—
255.2552550 255.255.255.0
L) @20 e w000
aewey Gaeewey
: 19216811 19216820124
S ome © 15 : 3 . s ol 502
bvstesak s g300 Lo 3888
il Sarver (VTP v
s sare s orssenez
0000 2488
it 127001
sy - waemary 1
s Conneces o a2 vt
5 Serial Settings ﬂ
pert 1 e a5 ot 2 e s ey Py Pt e o,
P = = o = ps] Bt — . P =
vy Nore v oty Noe v ey None oy Nons v
O A - omnens = = o = [ - =
sepon > = e 3 . sopnn = st =
vowconol = o o coneo —~ = Fow coveet = How careret — o
Lol Asa85 2uire v ] Asass 2wiee v Stk Rs4ss2wire Pty sass2win v
T = T e ot e Timet peoee
e Maer v L Mainar - v Mastar b Master v
- S vy o ey 5 ey s
sume arstse s e sainte s aittie sune -

’oxma

22014-2022 PMM. Al rights. mwid
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Basic Settings

Basic settings display the server’s name, location, time zone, local date and time, set time to and NTP/

IP address.
B Basic Settings

S e PMMAIConverter
Server Locwhon Ammen

Tk ke ﬂmmﬁossl
R a2 w0
Kk i © 15 : 29
Sstdnnty Servat NTP)
ST Al 127001

/I ™

50

e The user can change the time zone based on the server location.

General Server Configuration

e To enable the server auto start, check the box “server auto start”.

e Type the API port.
e Type the reading cycle.
e Type the TCP port.

il www.Pmm-usa.us
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Network Settings
It is required to insert the settings for each port manually by the user for the TCP ports.

& Network Settings E
i Ethernet] — Sthernet2
v Angens PP v W lsvgrorant Bck v
casen 192.168.1.43 oy 192.168.2.114
I 255.255.2550 E—_— 255.255.255.0
Gneway 19216811 Gatewey 192 168 2.0/24
KN garacd e300 aaaa s EEEE
e 00.00 oy orheded 2488
NGx Retry 3 Mae Ralry 1
Stxtue Connemed Stacus ETHEMET? NOTFOUND

e Insert the IP Address, Netmask, Gateway for each port.
e After the user completes inserting the settings for the ports, click on “Save”.
e If the settings are saved “Updated Successfully” will be displayed at the head of the page.
&5 NOTE: once the user has set the ports settings the status of each port will be updated.
Network Settings:

Parameter

Name Ethernet 1, Ethernet 2
Default IP Addressis 192.168.1.240 The IP (Internet Protocol) address

IP Address (or other 32-bit number) identifies the server on the TCP/IP
network.

255.255.255.0 (or other 32-bit Netmask identifies the server as

number) belonging to a Class A, B, or C
Netmask network.

192.168.1.1, 192.168.2.1,
192.168.3.1, 192.168.4.1

Connected/ disconnected/ not Displays the connection status
found

Gateway

Status

Serial Settings

= Serial Settings
Pert 1 Marmw com
Beud Sate %600 o
parity Noes -
Do s s v
Sucp Bty 1 v
Flow control Norma v
Iatace 25425 2 wirs v
Timeour 3000
e Master v
b Anaiabie
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There are four serial ports the user must set the required parameters for each port.
e Select the Baud Rate ranges from 75 to 128000 bps, Parity, Data Bits, Stop Bits, flow control, interface
and type.

e Type the timeout in (ms).

e Click on “Save”

o If the settings are saved “Updated Successfully” will be displayed at the head of the page
&5 NOTE: selecting the mode is adjustable only if the user has chosen Modbus gateway mode.

Serial settings:

About

About Page consists of three sections:

1)

Parameter Value . Nots |

eJad\Ell-l COM1, COM2, COM3, COM4

75, 110, 134, 150, 300, 600, 1200, The serial port baud rate on the
1800, 2100, 4800, 7200, 9600, server must match the serial baud
CENGCIEIGCI 14400, 19200, 38400, 57600, rate of the connected device.
115200, 128000 bps

. None, Odd, Even, Mark, Space This setting must match the data
Parity .
format of the connected device
: 7,8 This setting must match the data
Data Bits .
format of the connected device
: 1,15,2 This setting must match the data
Stop Bits .
format of the connected device
Flow None, RTS/CTS, RTS Toggle
control
Interface RS-232, RS-422, RS-485 2 wires, RS-
485 4 wires
Timeout field is used to configure
Any inserted value in ms how long the gateway will wait for
a response from a Modbus ASCII or
RTU slave.

Timeout

&z NOTE: This field is set
independently for each serial port
5 NOTE: the timeout is set in ms

General Information: Displays general information about the Modbus converter server including:
Model Name.

Serial Number.

Software Version.

Firmware Version.

Hardware Base.

Hardware Version.

25 NOTE: general information is set by the manufacturer and it is not editable.

2)

Project settings & Firmware:
Click on “Backup” to create project settings backup.
Click on “Restore” to restore a previously created project setting.

25 NOTE: Same instructions are applicable for Firmware as the user can create firmware backup or restore
a previously created firmware.

3)

Alarms & Events Log: The user may adjust the duration of keeping logs, download logs and delete logs.
Adjust Keeping Alarms & Events Log Duration Instructions:

Type the number of days you want to keep the logs for in the specified field and check the box to
enable the setting.

Click on “Save”.

www.Pmm-usa.us
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Download Alarms & Events Log Instructions:
e Choose the required alarms & events log based on the day and date from the drop list.
e Click on “Download”.

Delete Alarms & Events Log Instructions:
e Choose the required alarms & events log based on the day and date from the drop list.
e Click on “Delete”.

O about

5 General informatian 5 Project Settings & Firmware £ Alarms & Events Log ﬂnn

setings Alaams og:

Fimware

[

B2 Developed By B Licensed To

POWER METER MONITOR l’ ISRAR ENGINEERING LLC

AMMAN 11188,J0RDAN
W, ISRAAR. COM

Lc 633 HorthEast 167th straat suit 1214 Zuhran St tawharet Swafish Complax Bld. 21 Suita 503
MNorth Miami Basch, Florida 33162,USA
WWWPMM-USA_US

ENGINEERING LLC

F— [ 5]

Hardware ID

This Machine 10

Sign Out

After completing settings configuration, the user signs out of the system.
e Click on “Admin”.

e Click on “Sign out” then the log in window will be displayed.

My Account n

admin@israrcem
FdmingEisrar, om

Sign Oul _
; My Profile
ﬂ Change Pazsword
c Restart Application

() Reboct Davica
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